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Abstract

Given that the role of information technology (IT) governance and enterprise risk management (ERM)
within the organization are imperative due to the ever-increasing complexity in the corporate
environment, this study aims to uncover the relationship between IT governance and ERM along with
the impact of the two frameworks’ interconnectedness on the organization’s performance through
empirical literature review. Furthermore, the findings obtained from the empirical review are also
used to create a checklist that every organization can apply. The purpose of the created checklist is to
help organizations examine the interconnectedness of their IT governance and ERM with respect to
their needs and objectives. The findings from the empirical review show that both IT governance and
ERM emphasize the importance of strategic and process alignment regarding its implementation, and
it is positively significant to the organization’s performance. Hence, the level of effectiveness of one’s
IT- and risk-oriented approaches are dictated by how well an organization appropriately aligns its IT
governance and ERM structure, mechanism, and process with its objectives, needs, and business
operations.
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INTRODUCTION

Considering the technological advances at a rapid pace in the recent decades and risks are interdependent
by nature, the implementation of information technology (IT) governance and enterprise risk
management (ERM) within the organization’s practice is no longer a luxury but rather a necessity. Within
this digital age, the world is more and more interconnected, and the use of technology has become
ubiquitous in the enterprise landscape. Consequently, the exposure of digital and technological risks
gradually becomes stronger, and it also increases the likelihood for cyber-related incidents to occur (see
Bouveret, 2018; Cisco, 2020). In which those risks have the potential to harm the organizations’ well-
being either financially or otherwise. Consequently, every organization is facing a more significant risk
exposure within a very volatile environment by default.

Due to this circumstance, both IT governance and ERM have become essential for any organization to cope
with the uncertainties, risks, and challenges that reside within their corporate environment. At its core,
the role of IT governance and ERM within the organization’s business and operational activities are
associated with one’s capability to acquire competitive advantage and ensure their development and
growth are sustainable within a highly dynamic environment (see Nolan and McFarlan, 2005; see Nocco
and Stulz, 2006; Trautman and Altenbaumer-Price, 2011). Furthermore, the fundamental purpose of
implementing and integrating IT governance and ERM within an organization’s practice is to create,
enhance, and protect its value. Therefore, the role of IT governance and ERM goes beyond simply tackling
technical issues.

Although the relationship between IT governance and ERM have been explored and analyzed extensively
(see, e.g.,, Wilkin and Chenhall, 2010; Rubino and Vitolla, 2014), it remains limited under the empirical
standpoint. Especially on the research that uses a statistical approach in investigating the relationship
between IT governance and ERM concerning the organization’s performance. Some studies (e.g., Bowen,
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Cheung and Rohde, 2007; Turel and Bart, 2014) have shown that IT governance positively affects the
organization’s performance when its IT strategy and process are properly aligned with the organization’s
needs and objectives. Additionally, the applied IT governance must be supported with an adequate
organizational structure, oversight procedures, resource allocation, and continuous improvement to
ensure its IT is able to provide the expected level of support in aiding the organization to achieve its
objectives. A similar pattern also occurs in other studies (e.g., Farrell and Gallagher, 2015; Alijoyo, Bonita
and Sirait, 2021) concerning the influence of ERM on the organization’s performance, which shows that
the degree of ERM integration within the organization’s activities determines its performance level. In
this context, an organization with a mature ERM practice has reached the stage where a risk-oriented
perspective is embedded at the strategic level, the idea of risk culture and process are clearly defined and
understood in every layer of the management, and the risk-based decisions taken by the organization
revolves around its needs and objectives. Following those findings, it has become more apparent that the
purpose of IT governance and ERM is to aid organizations in achieving their objectives through strategic
and process alignment. Consequently, the call for better understanding and insights concerning the
relationship between two frameworks are increasingly become more pronounced and, at the same time,
the need for an approach to check whether the implemented IT governance and ERM are aligned with the
organization’s objectives and needs have also increasingly become essential.

Following the introduction above, this study aims to conduct an empirical literature review concerning
the relationship between IT governance and ERM and to create a checklist that organizations can use to
see whether their IT governance and ERM align with their objectives and needs. This study should provide
a better empirical understanding and insights regarding the interconnectedness and influence of IT
governance and ERM on the organization’s performance.

LITERATURE REVIEW

The concepts of IT governance and ERM have been used in many academic and professional works. To
start with, IT governance generally revolves around its role in unifying the organization’s IT and business
process to enhance its strategic alignment (Levstek, Hovelja and Pucihar, 2018). It also includes the duty
of the organization’s board along with the procedures and conducts in managing, directing, and
controlling the IT resources that aims to bring an added value to the organization and increase the
likelihood to achieve its objectives. In this regard, the concept of IT governance is not the same as IT
management. Broadbent (2003, cited in Levstek, Hovelja and Pucihar, 2018) pointed out that IT
management concentrates on the creation and the implementation of specific decisions, whereas IT
governance focuses on decision rights.

As for the ERM, the nature of the framework is to manage risks by using a holistic approach, and the
purpose of its implementation is to improve and protect organization’s value (Bromiley et al, 2015). The
activities of ERM fundamentally consist of risks’ identification, analysis, and evaluation, in which the
findings from those activities are intended to enhance the organization’s decision-making process, expand
its awareness regarding the risks that reside within its business practice and environment, and ensure
the risk-related information is uniformly distributed to all its management layers. Under this context, the
role, commitment, engagement, and knowledge of the organization’s board of directors and audit
committee are imperative in ensuring its ERM programs are deployed and operate effectively (Fraser and
Simkins, 2016). Furthermore, ERM does not solely focus on risks. It also has the function to identify the
opportunities that the organization can exploit to further improve its competitiveness within the market,
thus making them more resilient to the changes that occur within its environment and, at the same time,
giving them the capability to maintain the level of its performance (Fiksel, 2015, pp. 19-34).

From a holistic perspective, IT governance and ERM can be considered as collaborative and
complementary frameworks due to the similarities in their features. Both frameworks revolve around
how organizations acquired and managed information to support their business activities and improve
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their decision-making process. In doing so, the organization must ensure all of its management layers
understand its environment and the aspects within their business practice that require improvement.
Thus, it can be concluded that the organization needs to make necessary changes, both in their IT- and
risk-oriented aspects, to increase its likelihood of achieving its objectives and, ultimately, to create and
obtain an added value to themselves.

RESEARCH METHODOLOGY

With respect to the aim of this study, the type of literature used in the comparative analysis focuses on
quantitative research that utilize a statistical approach in investigating the relationship between IT
governance and ERM. Moreover, the respective literatures are published in academic journals or
international conference proceedings. This approach is selected to track the progress of empirical
research regarding the role of IT governance and ERM and its influence on the organization’s performance,
and to uncover how the two frameworks supporting and complementing each other. Hence, any non-
quantitative studies are excluded from the review and comparative analysis.

With regards to the year in which it acts as the baseline for the studies to be included in the empirical
review, it is started from the year 2008. Accordingly, any empirical studies that are published before 2008
are excluded from the review. The respective year is selected due to it is the year where the International
Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) issued
the first edition of the ISO/IEC 38500:2008 standard entitled “corporate governance of information
technology.” It is also worth mentioning that ISO issued the first edition of the ISO 31000:2009 standard
entitled “risk management - principles and guidelines” in 2009.

As for the steps in conducting the empirical review, this study uses the approach construed by Creswell
(2011, cited in Aasi, Rusu and Han, 2014). The mentioned approach is consisting of five steps, namely by:

1. Establish the key terms applied in the study,

2. Find the appropriate studies with regards to the specified topic through the consultation of several

types of information and database,

3. Critically evaluate and choose the study for review,

4. Organize the selected studies, and

5. Write a literature review those accounts for the summaries of the study.

Through the application of the literature review approach, the list of studies selected as the primary
reference in uncovering the complementary and collaborative relationship between IT governance and
ERM are presented in Table 1.

Table 1. Selected quantitative studies for empirical literature review

IT governance on ERM ERM on IT governance
Bradley and Pratt (2011) Arnold et al. (2011)
Nfuka and Rusu (2011) Arnold et al. (2015)
Lunardi, Macada and Becker (2014) Saeidi et al. (2019)

Wilkin et al. (2016)
Vincent and Pinsker (2020)

EMPIRICAL REVIEW FINDINGS AND DISCUSSION

The summary of the key statistical findings concerning the influence of ERM on IT governance and vice
versa are presented in Tables 2 and 3, respectively. The consensus of the selected studies revolves around
the importance of strategic and process alignment on the organization’s performance with regards to the
implemented IT governance and ERM. Such consensus is derived and based on the significance of the
organization’s needs and objectives.
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Table 2. Influence of ERM on IT governance

Authors Data Key statistical findings
AEA CAE or in a similar position 1. ERM is the antencendents of IT compatibility*
(2011) from various industries 2. IT compatibility provides organizational flexibility*
(113 respondents) 3. Therole of ERM, mediated by IT compatibility or not,

provides organizational flexibility*
4. ERM provides positively affects the organization’s
capability in managing its internal control*

AEA CAE from various 1. Higher strategic ERM effectiveness leads to higher IT
2015 industries integration*
g
(155 respondents) 2. Therole of ERM, mediated by IT integration,

positively affects the organization’s flexibility*
3. Therole of ERM, mediated by IT integration and

strategic flexibility, positively affects the

organization’s supply chain performance*

SEA Banks and Non-banking 1. ERM positively and significantly affect the
(2019) financial intermediaries organization’s competitive advantage*
(84 respondents) 2. The aspect of ERM, IT strategy, IT structure, and

competitive advantage have a significant relationship
among them*

3. The effect of ERM, mediated by IT strategy and IT
structure, significantly affects the organization’s
competitive advantage*

Notes. AEA = Arnold et al; SEA = Saeidi et al; CAE = Chief Audit Executive. ****** represents statistical
significance at 1%, 5%, and 10%, respectively.

Following the findings with regards to the influence of ERM on IT governance presented in Table 2, the
selected studies show that the role of ERM within an organization also focuses on ensuring its activities
are align with its objectives and needs. The alignment between the organization’s activities, needs, and
objectives under ERM dictates its IT governance’s function, purpose, and effectiveness level. The findings
of Arnold et al. (2011) show that ERM positively affects the use of its IT, and it is statistically significant.
The respective study explains that ERM practice within the organization’s practice can enhance its ability
to ensure the financial and managerial information are distributed effectively among its stakeholders,
which improves its decision-making capabilities in detecting opportunities and threats within its
surroundings. At the same time, it provides the organization a better control in managing its internal
environment. This findings are supported and extended by the research of Arnold et al. (2015), which
shows that the influence of ERM practices positively affects the IT integration of an organization, and it is
statistically significant. Subsequently, the influence of ERM supported by IT also provides better
organizational flexibility in obtaining competitive advantage and positively affects its supply chain
performance. The finding that ERM positively influences the organization’s competitive advantage is also
confirmed by the research of Saeidi et al. (2019). In this context, the role of ERM, IT strategies, and IT
structure positively affects the organization’s competitive advantage and is statistically significant, which
shows that the relationship between the three aspects is crucial to the organization’s performance. Thus,
the findings from the three studies concerning the influence of ERM on IT governance further emphasize
the significance of strategic and process alignment.

Table 3.
Influence of IT governance on ERM implementation

Authors Data Key statistical findings
BP (2011) CIO from healthcare industry 1. IT governance positively influence IT risk
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Authors Data Key statistical findings

(165 respondents) management*
2. Corporate entrepreneurship positively influences
IT governance *
3. Corporate entrepreneurship positively influences
IT risk management*

NR Directors and managers of 1. The role of senior management is significant in
(2011) public-sector organizations influencing the IT governance effectiveness*
(135 respondents) 2. The engagement with key stakeholders** and

IT/business communication and partnership** has
a positive influence on IT governance

3. The activities of IT strategies with organization’s
strategies®, IT consolidation*, and IT leadership*
has a significant influence on IT governance

4. The activities of policies and guidelines
consolidation and communication have a
significant positive effect on IT governance
performance**

5. The awareness of IT governance and optimal IT
usage** along with the activities of attracting,
developing, and retaining IT professionals** has a
positive influence on IT governance

LMB CIO of various industries 1. The factor of IT strategic alignment positively
(2014) (87 respondents) influences IT governance effectiveness*

2. The presence of IT governance structure,
processes, and relational mechanism has a positive
impact on the organization’s IT alignment and
perceptions*

3. The factor of IT value delivery positively influences
the IT governance effectiveness**

4. The organization’s IT risk management positively
influence its IT governance effectiveness*

5. The activities of performance measurement
positively affect an organization’s IT governance

effectiveness**
WEA CIO and business executives 1. Enhances organization’s cost-saving capability due
(2016) from various industries to risk management under IT governance
(143 respondents) policies***

2. Clarity of accountability***
Efficient resource allocation**

VP (2020) IT executives from various 1. The aspects of IT governance, communications-,
industries and monitoring-related IT practice positively and
(297 respondents) significantly affects the organization’s operations-

related IT practices**

2. The aspect of ITG, mediated by the
communication-related IT practice, positively and
significantly affects the organization’s operation-
related IT risk management practice*
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Authors Data Key statistical findings

Notes. BP = Bradley and Pratt; NR = Nfuka and Rusu; LMB = Lunardi, Magada and Becker; WEA = Wilkin et
al; VP = Vincent and Pinsker; CIO = Chief Information Officer. ****** represents statistical significance at
1%, 5%, and 10%, respectively.

As for the the statistical findings regarding the influence of IT governance on ERM presented in Table 3, it
shows that the influence of IT governance is heavily concentrated in consolidating relevant information
in enhancing the understanding of the organization’s stakeholders concerning its needs and objectives. In
which, the information generated from the applied IT governance framework aims to enhance the
strategic decision-making capabilities of the organization under the risk-oriented perspective, especially
to the risk that are associated to IT. For instance, following the research of Lunardi, Magada and Becker
(2014), it is found that the IT governance mechanism positively affects the IT risk management
performance; although it is not statistically significant, the performance of IT risk management is
statistically significant and positively affects the effectiveness of the organization’s IT governance. The
similar pattern also found in the results of Nfuka and Rusu (2011), who found that the activities of
consolidating, communicating, and enforcing the policies and guidelines under the dimension of risk
management and value delivery are statistically significantly and positively influence the effectiveness of
IT governance. The findings of Bradley and Pratt (2011) show that IT governance positively influences
the IT risk management performance of the organization, which is statistically significant under a direct
relationship. Moreover, the study of Wilkin et al. (2016) shows that the influence of IT governance policies
also permeates to the organization’s ERM practice which increases its cost-saving capabilities and it is
statistically significant. Lastly, the research of Vincent and Pinsker (2020) shows that IT governance
positively affects the risk management practice by including IT-related monitoring and communication
activities, and it is statistically significant. Moreover, it is also emphasized that the mentioned activities
must be accompanied by adequate supervision and communication activities to ensure the organization’s
IT governance adequately supports its ERM activities.

To summarize the findings above, the IT governance mechanism that is applied within the organization
does bring a positive effect on its ERM practice and, in turn, the performance of its ERM practice
reciprocates the positive effect of IT governance by producing a higher-level quality of risk-oriented
information in improving the organization’s strategic decision-making capabilities. Hence, the findings of
the selected studies affirm the benefits of using IT governance and ERM in supporting and improving an
organization’s performance mentioned in the conceptual research.

IT GOVERNANCE AND ERM CHECKLIST: A PROPOSITION

With respect to the findings of the empirical literature review discussed in the previous section, it shows
that the organization’s capability in aligning its ERM and IT governance frameworks dictates its
performance level. Moreover, the function of the organization’s structure, oversight, evaluation, and
improvement are imperative in ensuring its IT governance and ERM mechanisms provide adequate
support to keep its performance level and competitive advantages maintainable, financially and otherwise,
in a highly dynamic environment. In this regard, Table 4 presents a checklist that organizations can use
to assess the alignment of their applied IT governance and ERM frameworks concerning its needs and
objectives.

Table 4.
IT governance and ERM implementation checklist

Answer, Comments,

Component Questions Considerations
Strategic 1. Are the objectives of the organization [ Yes | L No
alignment clearly defined and understood by the
executives?
2. Are the needs of the organization clearly [IYes | LI No
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Answer, Comments,

Component Questions Considerations
defined and understood by the executives?
Do the organization’s executives (I Yes | LI Partial |
understand the purpose and function of its [1No
IT governance and ERM frameworks?
Do the organization’s executives fully [IYes | LI Partial |
aware of the risks within their pursuit of [INo
achieving the objectives (both in Non- and
IT-oriented)?
Are the risks associated with the [IYes | LI No
organization’s objectives at the acceptable
level?
Do the organization’s executives believe [IYes | LI Partial |
that their IT governance and ERM I No
frameworks are essential in achieving its
objectives?
Process Does the organization establish objectives [IYes | LI No
alignment prioritization?
Does the organization establish needs [ Yes | JNo
prioritization?
Does the organization provide adequate [IYes | LI Partial |
resources (e.g., budgets and skilled I No
personnel) in achieving its objectives from
the IT governance and ERM standpoints?
Are there any policies, procedures, and [IYes | LI Partial |
standards applicable to organization’s [1No
ERM and IT governance activities?
Structural Does the organization establish a specific [IYes | LI No
roles committee in monitoring its IT governance
performance?
Does the organization establish a specific [IYes | LI No
committee in monitoring its ERM
performance?
Is accountability or responsibility in for all [IYes | LI Partial |
IT governance activities assigned to a I No
specific individual?
Is accountability or responsibility in for all [IYes | LI Partial |
ERM activities assigned to a specific I No
individual?
Monitoring, [s there any monitoring schedule or [IYes | LI Partial |
evaluation, system in place in tracking the [1No
and organization’s progress?
improvement Are there any policies, procedures, and (I Yes | LI Partial |
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Answer, Comments,

Component Questions Considerations

4. Is accountability or responsibility in [IYes | LI Partial |
ensuring the monitoring and evaluation I No
activities assigned to a specific individual?

5. Is accountability or responsibility in I Yes | LI Partial |
ensuring the evaluation results are I No
distributed appropriately to the relevant
recipients assigned to a specific
individual?

6. Isaccountability or responsibility in [IYes | LI Partial |
ensuring the recommendation for I No
improvement are implemented with
regards to the organization’s ERM
activities assigned to a specific individual?

7. Is accountability or responsibility in [IYes | LI Partial |
ensuring the recommendations for I No

improvement are implemented with
regards to the organization’s IT
governance assigned to a specific
individual?

As presented in Table 4, the created checklist focuses on how well the organization understands its
objectives and needs with respect to its IT governance and ERM practice. Therefore, the created checklist
consists of indicative questions that can be treated as a guide to see the level of intensiveness of the
organization in ensuring its IT governance and ERM frameworks support its pursuit in achieving its
objectives and addressing its needs. At the same time, provide the information to assess the organization’s
effort in maintaining its competitive advantage.

CONCLUSION

The purpose of this study is to conduct an empirical literature review concerning the relationship between
IT governance and ERM along with its influence on an organization’s performance. Under this context, the
empirical literature used in the review refers to the studies that use a statistical approach (i.e.,
quantitative approach) in investigating the relationship between IT governance and ERM. Additionally, a
checklist concerning IT governance and ERM implementation is created based on the findings of the
selected studies obtained from the empirical literature review.

Following the eight studies selected as the primary references in investigating the relationship between
IT governance and ERM along with its influence on an organization’s performance, the consensus among
the studies’ findings heavily concentrates on the significance and importance of strategic and process
alignment. In general, the relationship between IT governance and ERM positively affects one another,
and it is statistically significant. By which the organization’s capability to align its IT governance and ERM
dictates the organization’s performance level and the effectiveness of the two implemented frameworks.
In this regard, the proposed checklist can be used as a guide in assessing an organization’s level of
intensity and engagement in keeping its IT governance and ERM align with its objectives and needs, thus
providing a quick overview of how the respective organization maintains its competitive advantage. The
findings of the selected studies affirm the benefits that can be acquired by the organization as presented
in conceptual research and, most of all, it can bring an added value to the organization, financially or
otherwise.

Although this study can fulfill its aims, some limitations must be addressed. By design, this study does not
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conduct any empirical observation since it uses a literature review approach. Consequently, the level of
insights provided by the findings is limited by nature. Therefore, it is advised for future research to
conduct empirical research that is directly investigating the relationship between IT governance and ERM
along with the degree of influence it brings to the organization. Furthermore, the created checklist is
formulated under the findings and insights of the studies selected for the empirical literature review, and
it has no prior testing. Thus, the effectiveness level of the respective checklist can be tested empirically in
future research.
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